TO:
Technology Coordinators, Other Staff Performing Information Technology Tasks

Over the summer, many worms and viruses have surfaced on the Internet and some have been observed on the state network.  In addition, significant patches have been released to protect your computer resources.  For these reasons, I am asking you to take the time to fully patch your computers and make sure their anitvirus signature files are current.

The Department of Information Systems has loaded a Trend Micro cleaning tool on a FTP server (ftp://disftp.state.ar.us/pub/NT/AntiVirus/SysClean.zip  that you are free to use.  The server has current patches for varying operating systems as well as a lot of other technical information.  You may experience a better response time downloading patches from a local server rather that going to the vendor’s site.  The addresses http://apscnlan.k12.ar.us/worms.html and http://apscnlan.k12.ar.us/trendbear.htm have cleaning instructions and ftp://disftp.state.ar.us/pub/NT/AntiVirus/ has patches, updates and scan engine software.

I recommend that you download the current patches on a CD and apply them to your computers before connecting the machines to the state network.  I am also recommending that you update your antivirus signature files if you have not done so already.

Hundreds of organizations depend on the state network for their work processes and the Gaobot outbreak last spring reminded us how dependant we are on each other.  Many schools were taken off the state network during that time because their infected computers were impacting the rest of the organizations on the state network.  Please take appropriate measures so that your school can resume business smoothly.

Thanks you,

Gary Underwood

Chief Security Officer

State Security Office

Office of the Executive Chief Information Officer

